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The start of the year continued to be dominated by discussions around the use of Agentic Al and whilst it is
easy to focus on the shiny new thing that everyone is talking about, it is important to not lose sight of other
data trends.

Data protection regulations are growing at an unprecedented rate, with 2025 experiencing the biggest
growth in recent years. Data protection and privacy increasingly involves discussions around economic
growth, national security and geopolitics, beyond rights as individuals and consumers. Meaning that within
organisations the focus on data subject rights must also be considered within the ‘digital aspects' of
Environmental, Social & Governance (ESG) concepts, more specifically for Corporate Digital Responsibility
(CDR).

In 2026, watch for the following key data trends.

Trend 1 - All Aboard the EU’s Omnibus: An Attempt to Simplify Data Protection Rules

GDPR has grown to shape privacy landscapes across the world; frequently held up as the pinnacle of data
rights. According to the |APP, Europe remains the most regulated data protection region, with some form of
comprehensive data privacy legislation covering the entire continent. However, nearly ten years later the
EU is recognising the burdens it has placed on organisations and the impact they have had on stifling
growth and innovation. Consequently the EU has proposed simplifying the digital environment via their
Digital Omnibus (a deregulatory proposal aimed at reducing compliance burdens and boosting innovation).
This proposal forms part of the EU's new "digital package", which also includes a new Data Union Strategy
and a proposal for a European Business Wallet,

Some of the more contentious changes include amending the
definition of “personal data” and facilitating certain data
processing by narrowing GDPR applicability to data tied to
identifiable individuals. Such changes impact whether entities
fall under the scope of the GDPR at all, as well as on
organisation’s data breach assessments. Other significant
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changes include eliminating most cookie banner requirements and allowing companies to use personal
data for Al training without prior user consent (with exceptions).

Although the Omnibus is still under debate, it’s concept signals a positive change in direction along the
data protection road for business.

Trend 2 - Fragmentation of US data protection: state divisions

Whilst the EU is attempting to consolidate regulations, the United States (US) is accelerating in the
opposite direction: data protection and privacy laws are becoming increasingly fragmented, especially in
relation to Al.

In 2024 and 2025, the US undertook its most vigorous privacy legislation
introduction with nearly 20 new state privacy laws activated or taking effect,
including new Al governance laws enacted in states such as Texas, Montana,
lowa, Utah, Alabama, Arizona and Colorado, with California going even
further. 2025 saw more than 1000 bills introduced in 50 states in one
legislative session! Some new state laws even differed in how they handled
exemptions under the Gramm-Leach-Bliley Act (GLBA) and the Health
Insurance Portablllty and Accountability Act (HIPAA), dependent on whether the exemptions applied to
entities or specific types of data.

With federal consensus highly unlikely in the near term, U.S. organisations should expect more
fragmentation in 2026, especially as states continue to enact, aimed at regulating Al, with knock on effects
across the globe primarily in areas of data transfers and contractual obligations.

Trend 3 - Claimants Reach to Courts Instead of Regulator

The UK courts saw increasing numbers of individual data breach claims last year, with the trend expecting
to grow following the Court of Appeal decision in Farley and others v Paymaster (1836) Ltd (trading as
Equiniti), ruling that there was no minimum threshold for seriousness in order to pursue damages relating
to data breaches.

This case both aligns with, and relies on ECJ’s case law on non-material damages, especially the idea that
larger data protection damage claims, at least in principle, may be viable in the UK. Organisations
continue to balance the economics of “paying off” data subjects versus litigation, which may well lead to
increasing claims in this area as employers push back against spurious claims. That said, where individuals
have stronger grounds to assert that the processing breach resulted in some form of psychological harm
(including depression or anxiety over where their data may land), organisations should be prepared for a
greater number of those individuals seeking compensation. This trend towards the threat of litigation (if
not litigation itself) is likely to grow, as the Data (Use and Access) Act 2025 requires data subjects to
approach the organisation with which they have a dispute in the first instance, before seeking resolution
from the ICO. The question is whether the delay of organisations dealing with internal complaints will
frustrate claimants to the point of litigation, or increase the number of organisations making “pay offs” in
an attempt to avoid complaints being referred to the ICO.
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UK data protection law has long prohibited various forms of mishandling, unlawful accessing, and
exploitation of personal information; and there have been various efforts to bring collective proceedings
for such violations. With the emergence of an increasing number of class actions following the April 2025
data breaches affecting organisations such as M&S and the Co-op, the data protection litigation landscape
has expanded to include collective proceedings before the Competition Appeal Tribunal (CAT), mostly
against large technology companies. The details are too nuanced for this article (watch this space), but
the main take away for organisation leaders is the need to also watch for the CAT becoming a new forum
for mass data protection claims.

Trend 4 - Data Autonomy

With increasing fragmentation of data laws and regulations, organisations need to consider risk and
economics when considering the best location to store and process data. The desire for data autonomy,
i.e. data self-sufficiency has led to a phenomenal growth in data centres across the globe as organisations
seek to seemingly limit risk by creating their own data centres. This area is not without its own risks and
complications, a separate technical legal area itself.

Organisations should ensure they align infrastructure and
economic needs with the need to work across borders
with differing regulatory obligations, particularly in a
world with so many shifting data regulations. Legal
complexities in this area are leading to increased risks and
conflicts, requiring organisations to seek cross border
legal advice together with additional safeguards such as
careful contract negotiation and appropriate contractual

indemnities. 2026 will see the continuing transitioning towards a more dynamic, interconnected data-
protection environment where enforcement, technology and innovation overlap. By proactively
strengthening data autonomy, including data governance and compliance processes, organisations will be
able to reduce their risk of non-compliance and contract breaches.

Trend 5 - Know your Data Provenance

With data volumes increasing exponentially, it is essential to know your *
data provenance - the ability to know and prove where information has

come from, how it is being used, and now more importantly how ‘clean’
it is. Transparency, traceability and authenticity must be essential
components of an organisations data strategy. Tools that log data usage
and transformations within an organisation’s data are likely to be critical
components of an organisations data armoury as we move through
2026 and beyond. Increasing Al deployment at scale across recruitment,
financing including credit scoring, fraud detection, health, education

and customer services requires constant examination of your data \
provenance at key stages, as the data evolves with each use.

Organisations that cannot explain, justify or control their Al-driven decisions will face increased regulatory
risk, particularly where decisions affect individuals’ rights, access to services or economic opportunities.
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Trend 6 - Yes, 2026 is the Year of Agent Revolution

If you thought Al moved fast in 2025 - get ready to run! In 2026, data
is faster, smarter and more autonomous than ever before. Agentic Al
is forcing organisations to rethink data strategies, and we already
know that organisations need to move with it or be left behind. The
importance of being agile in terms of data management has never

been more critical. What you implement this month to
. address current challenges may well need to change next
month in order to meet new and possibly unforeseen

challenges as the data landscape develops. Al agents are now operating and interacting with tools and
devices directly with consumers and clients, significantly increasing risks.

As Generative Al becomes a team member we are seeing the challenges with the shortcuts Al enables.
Instead of learning the background to matters, dashboards, or the provenance of data, team members
are at risk of simply ‘feeding in’ data they want and assembling “insights” or next steps with simple
natural language prompts. A priority for organisations in 2026 should therefore be to guarantee the data
literacy of teams to ensure that Al is used to enhance the ability to perform roles rather than skipping
steps. These safeguards, or guardrails need to be considered not just within DPIA’s but also as integral
business risks, which means making sure policies and procedures are in place and understood
throughout the organisation.

The data landscape at the end of 2026 is likely to be fundamentally different to the landscape that
exists now within the first month of the year. Organisations will be better protected and gain a
competitive advantage if they prepare now for data transparency and accountability in data
processing, particularly within an agent ready infrastructure. Those who wait are at risk of being left
significantly behind, unable to make ground as the data world races ahead.

The key question for organisations in 2026 is not whether you adapt your data strategy for these data
trends, but how quickly you can do so.

Author

Harvinder Thiara, Data Privacy & Compliance Lawyer
T: +44 (0)20 7317 6771
E: harvinder.thiara@magrath.co.uk

SOLICITORS



mailto:harvinder.thiara@magrath.co.uk

